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Introduction

Casey Cathey, CX Specialist

CWNA, CWSP, CWAP, CWDP

Twitter: @Cathey_Fi



About MetaGeek
Boise, Idaho, USA



Wi-Fi is Half-Duplex
Only one Wi-Fi device can talk on a channel at a time 



One Device
Only one device can talk at a time



Dual-Band Wi-Fi

● Greater Range (~300 ft)
● Universal Compatibility
● Congested with WiFi
● Plagued by non-WiFi interference
● 3 non-overlapping channels

● Lower Indoor Range (~90 ft)
● Limited Compatibility (a/n/ac/ax)
● 24 non-overlapping channels

2.4 GHz (802.11b/g/n/ax) 5 GHz (802.11a/n/ac/ax)
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2.4 Channels
2.4 GHz channels overlap

3 4 5 7 8 9 10

20 MHz Wide

1 2 6 11 12 13

1 6 11

5 MHz Between Channel Centers
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802.11 Standards
Year Standard Band Max Data Rate Modulation Scheme Channel Width

1997 802.11 2.4 GHz 2 mbps DSSS 22 MHz

1999 802.11b 2.4 GHz 11 mbps HR-DSSS 22 MHz

1999 802.11a 5 GHz 54 mbps OFDM 20 MHz

2003 802.11g 2.4 GHz 54 mbps ERP-OFDM 20 MHz

2009 802.11n 2.4 & 5 
GHz mcsindex.com

HT-OFDM 20, 40 MHz

2014 802.11ac 5 GHz mcsindex.com
VHT-OFDM 20, 40, 80, 160, 

80+80 MHz

2019 802.11ax 2.4 & 5 
GHz mcsindex.com

OFDMA 20, 40, 80, 160, 
80+80 MHz



Types of WiFi Interference
Co-Channel

Every client and access 
point on the same channel 
competes for time to talk

Adjacent-Channel

Every client and access point 
on overlapping channels yell 

over each other

54 6



Spectrum Analysis is Best for...
Non-WiFi

Non-802.11 devices also need 
time to talk.

54 6
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Wi-Fi Scanning
● Shows what channels 

AP’s are using

Spectrum Analysis
● Shows interference from 

non-Wi-Fi devices
● Shows Wi-Fi channel 

congestion

Detecting Interference



Utilization

Blue = Channel is being used 
less than 10 percent of the time.

Utilization = How often a channel is being used.

Red = Channel is being used 50 
percent of the time or more.



Non-Wi-Fi Interference

%@&#!?



Baby Monitor
Frequency-hopping frustration!



Bluetooth
Fast frequency-hopping.



Analog Wireless Video Camera
Distinctive three spikes, heavy utilization.



Xbox 360 Controllers
Frequency-hopping, but low utilization.



Wide Band Jammer



802.11b and 802.11g/n

802.11b
1, 2, 5.5, 11 mbps

802.11g/n
12, 18, 24, 48, 54 
mbps



Channel Selection Checklist
2

Avoid 
Co-Channel 
Interference

1
Avoid 

Adjacent-Channel 
Interference

3
Avoid 

Heavy Channel 
Utilization



Wi-Fi Coverage
Signal Strength Required for

-30 dBm Max achievable signal strength, not necessarily desirable

-67 dBm Minimum for apps that require reliable, timely packet 
delivery

VoIP, streaming 
video

-70 dBm Minimum for reliable packet delivery Email, web

-80 dBm Minimum for basic connectivity, but packet delivery may 
be unreliable

-90 dBm Approaching the noise floor, functionality is unlikely



Multi AP Channel Planning

Casey’s Network
Channel 1

Channel 36

Casey’s Network
Channel 6
Channel 40

Casey’s Network
Channel 11
Channel 44

1 6 11

36 40 44



2.4 GHz Channel Planning

Same-channel cells are 
separated to minimize 
co-channel interference.



“Roaming”

● Give each AP a unique SSID
○ Pro: Users can manually switch AP’s
○ Con: Terrible user experience

● Give all AP’s the same SSID
○ Pro: Better user experience
○ Con: “Sticky” clients
○ Fix: Turn Wi-Fi off and back on again
○ Fix: Encourage clients to roam with good 

design

Casey’s Network
Channel 1

Casey’s Network
Channel 6



● The client device always decides
● Clients all have different roaming criteria 
● Seamless roaming doesn’t almost never exists
● Channels don’t matter

“Roaming”



Multi AP Checklist
2

Use the same SSID
1

Use a good channel 
plan (1, 6, 11)

3
Use the same 

security passphrase

Channel: 1
Name: Casey’s Network
Security: WPA3
Passphrase: Potatoes!Wow

Channel: 6
Name: Casey’s Network
Security: WPA3
Passphrase: Potatoes!Wow

Channel: 11
Name: Casey’s Network
Security: WPA3
Passphrase: Potatoes!Wow



Band Steering

Band steering can influence this:

● Infrastructure-based band steering
○ Ignores 2.4 GHz probe requests
○ Sends lower RSSI number in 2.4 GHz probe responses

● Design-based band steering
○ “Casey’s Network”
○ “Casey’s Network 5G”

● Socially engineered band steering
○ “Casey’s Network”
○ “Casey’s Network Fast”

Band selection works like roaming: the client always decides



Repeaters
Each hop halves throughput; have to be very close together.

Casey’s Network
Channel 6

Casey’s 
Network_RP
Channel 6

Note: I’m not sure how MoCa 
works exactly, it could be 
using mesh backhaul...



+



+



Start with “Layer 1”, the Physical Layer.

Next, move to “Layer 2”, the Packet Layer.

Wi-Fi Troubleshooting Process



Packet analysis (Layer 2) 
shows the details about 

802.11 conversations on the 
channel.

Spectrum analysis (Layer 1) 
shows us the sum of all of the 

activity on the channel.

Wi-Fi Troubleshooting Process



Wi-Fi is Half-Duplex
Only one Wi-Fi device can talk on a channel at a time.

Data

ACK



Half-Duplex
Too many devices limit airtime.



Half-Duplex
Slow devices consume more time.

1 mbps

54 mbps



Wireless Frame Types

Management 
Frames

Data FramesControl Frames



Management Frames

What they do: 

“Manage” stations joining and leaving 
wireless networks.

● Beacons
● Probes
● Authentication
● Associations



Control Frames

What they do: 

Control the RF medium and aid in the 
delivery of management and data 
frames.

● ACK
● Block-ACK
● RTS/CTS



Data Frames

What they do: 

Carry higher-level protocol data.

● Data
● QoS Data
● Null Data



Airtime Arbitration Process



Packet Analysis with Wireshark
Difficult to visualize airtime usage.

Time



Multi-layered Pie Charts in Eye P.A
Charts show information in layers.

Network

Access Point

Client

Frame Type



Frame Types
See what is management overhead, and what is actual data.

Data 
Frames

Data
QoS Data

Management Frames
Beacons
Probes

Control Frames
Acknowledgements
Block-ACKs
RTS/CTS



Packet Capture Sources

Windows (requires 
proprietary drivers)

● 2.4 and 5 GHz
● 3x3 802.11a/ac/b/g/n (Edimax 

EW-7833UAC)
● Capture directly in Eye P.A., 

Omnipeek, or WireShark

Other Sources
● *Linux
● *Enterprise-Grade AP
● Ekahau SideKick

*Experimental support in most cases

macOS
● 2.4 and 5 GHz
● 2x2 (Macbook Air)
● 3x3 (MacBook Pro)
● 802.11ac on late 2013 and 

newer models



Questions?
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802.11a/n
Same 20 MHz channels, but a lot more space.


